
The Protection of Personal Information (POPI) Act 



PAIA
PAIA gives effect to section 32 of the Constitution.

One has the constitutional right to access any information 
held by the state and information held by private bodies 
that is required for the exercise and protection of any 
rights.

PAIA effectively promotes transparency and accountability 
within both public and private sector.



General Code of Conduct (GCC)

- Section 2 - blanket provision

- Read with section 3(3)

- A provider may not disclose any confidential 
information …..

- Unless the written consent from the client has been 
obtained.



Introduction – The POPI Act

The Protection of Personal Information (POPI) Act came into effect on 1 July 
2020 giving all companies, including financial service providers and 
intermediaries, until 30 June 2021 to comply.

The sections which will commence on 1 July 2020 are essential parts of the 
Act and comprise sections which relate to:

The conditions for the lawful processing of personal information;

The regulation of the processing of special personal information;

Codes of Conduct issued by the Information Regulator;

Procedures for dealing with complaints;

Provisions regulating direct marketing by means of unsolicited electronic 

communication, and general enforcement of the Act.



The sections that will commence on 30 June 2021 are:

Sections 110 and 114(4), which deal with the amendment of laws and the 
transfer of functions from the South African Human Rights Commission to the 
Information Regulator regarding the Promotion of Access to Information Act 
(PAIA).

The POPI Act requires businesses to regulate how information is organised, 
stored, secured, and discarded. This ensures that the business can maintain 
the integrity and confidentiality of its clients’ and employees’ personal 
information by preventing loss, damage, and unauthorised access to the 
personal data. The Act therefore guarantees that personal information will be 
used in a responsible and ethical manner by businesses from the time it is 
collected until the time it is destroyed.



When POPI will apply?

The Act applies to any person or organisation who keeps any type of records 
relating to the personal information of anyone, unless those records are 
subject to other legislation which protects such information more stringently. 
It therefore sets the minimum standards for the protection of personal 
information. 



When to grant clients or refuse third parties access to information.

The Promotions of Access to Information Act promotes the right of access to 
information and to foster a culture of transparency and accountability. In 
terms of the Act, all information held of a person is confidential and may not 
be disclosed to any third party without the written consent of the person to 
whom the information relates. The Act provides that all entities, with the 
exception of those exempted by the Minister of Justice, must declare and 
categorise the information available in their businesses in the form of a 
Manual, which must be submitted to the South African Human Rights 
Commission, while a copy thereof must at all times be available on the 
entity’s business premises.



In which instances businesses will need to ask clients to opt-in and 
opt-out of communications

Consent forms the foundation of POPI. By implication, no processing of 
Personal Information may take place without voluntary, specific and informed 
expression of will (permission). Consent is to be built into all processes, 
documentation and interaction. FSPs are required to receive consent from 
individuals before they can obtain, retain and process personal information 
for communication or any other purpose. 
The definition of "Personal Information" includes contact details, 
demographic information, personal history, as well as communication 
records.

Example – client signs loan application which has a consent clause for 
marketing purposes.



How to comply with the Act in terms of access, collection and use 
of personal information?

POPIA 8 Requirements

Protection of Personal Information requires extra vigilance in all aspects of 
physical and information security. The basis of the POPI Act is to protect 
personal information and prevent information from being exposed to 
unauthorised persons. Processing relates to any activity concerning personal 
information and includes any operation or set of operations connected to that 
information. This can be lawfully done if the 8 conditions listed in the Act 
below are met:

1. Accountability
The responsible party must ensure that the conditions and all the measures set 
out in the Act that give effect to such conditions, are complied with at the time 
of the determining the purpose and means of the processing.

Questions to ask:
Who will be tasked with the responsibility of compliance in your organisation?

This individual will be held liable for non-compliance in certain situations.



2. Processing Limitation

Personal information may only be processed in a fair and lawful manner 
and only with the consent of the data subject.

Questions to ask:

Was the personal information obtained directly from the Data Subject?

One of the requirements of the Act is that any personal information must 
be obtained directly from the Data Subject.

Is the Data Subject aware that you have gathered his/her information and 
consented to the information being used?

Consent from the Data Subject is essential before gathering or processing 
any personal information.

-



If the personal information has been gathered from a third 
party, has the Data Subject consented to this information 
being shared and used by you?

This is a requirement.

Is the amount of information being gathered excessive?

Only information that is required for the specific purpose for 
which it is gathered may be stored. You may collect more 
information than required for the intended purpose for 
future use if you obtain the necessary consent from the 
Data Subject 



3. Purpose Specific
Personal information may only be processed for specific, explicitly defined and 
legitimate reasons.

Questions to ask:

For what specific, explicit and lawful purpose is the personal information 
being collected?

This purpose must be documented and adhered to.

Is the Data Subject aware of the purpose for which the data has been 
collected?

Data Subject has the right to know what information you have and for what 
purpose it was gathered.

Can you link all personal information collected to legitimate reasons for 
collecting?

Personal information only to be gathered for specific, explicit and lawful 
purposes.



For what time period may you retain specific personal information?

Personal information may only be used for the specific purpose for 
which it was gathered and thereafter it must be destroyed. 

How will you keep track of when personal information must be 
destroyed?

You will be required to account for what information you hold, for 
what purpose it was gathered and a date that that information must 
be destroyed.

What process will be used to destroy Personal Information, in a 
manner that prevents its reconstruction, after you are no longer 
authorised to retain such records?

This is an essential step in the process. 



4. Further Processing Limitation

Personal information may not be processed for a secondary purpose unless that 
processing is compatible with the original purpose.

Questions to ask:

If you intend to re-use personal information is it in accordance and compatible with 
the purpose for which it was collected?

Should you want to use existing personal information for any other purpose other 
than what the information was gathered for, confirmation will be required from the 
Data Subject again. 

Is the Data Subject aware of the continued use of their personal information?

When gathering information, you have to advise the Data Subject what the 
information will be used for and for what period you will hold that information.



5. Information Quality

The responsible party must take reasonably steps to ensure that the 

personal information collected is complete, accurate, not misleading and 

updated where necessary.

Questions to ask:

How do you ensure that personal information is reliable and accurate at all 

times?

By obtaining information directly from the data source, accuracy is more 

probable. It is always advisable to validate the personal information as it is 

being captured.



What process do you have in place to allow Data Subjects to 
update their information or withdraw consent?

When advising Data Subjects of the information you hold and for what 

purpose you hold it, they must be given details of how to update their 

information or withdraw consent. It is advisable to develop procedures 

for automatically checking the accuracy of information on a regular basis, 

but sending a validation request to the data subjects.

(To be included in your disclosure document)



6. Openness

The data subject whose information you are collecting must be aware that you are 

collecting such personal information and for what purpose the information will be 

used.

Questions to ask:

How do you inform the Data Subjects of their right to lodge a complaint with the 

Information Regulator?

At the time that the personal information is gathered, the Data Subject must be 

advised of his/her rights to complain to the Information Regulator if misuse is 

suspected. The Information Regulator’s information and contact details must be 

provided to the Data Subject. (To be included in the disclosure document)

Have you advised the Data Subject of his/her rights to access his/her information 

and to object to the processing of said information?

This is a requirement.



7. Security Safeguards

Personal information must be kept secure against the risk of loss, unlawful access, 

interference, modification, unauthorized destruction and disclosure.

Questions to ask:

What procedure do you have in place to identify any foreseeable internal and 

external risks to personal information?

A safety and security risk assessment is required. Password, secure networks.

- Establish strong passwords - Set up a firewall

- Think of antivirus protection - Updating is important

- Secure every laptop - Secure mobile phones

- Schedule backups - Monitor regularly

- Be smart with emails and surfing the web

- Educate your employees about Data Security



How do you determine which employees are permitted access personal 

information and what information they are permitted to access?

Strict policies and procedures are required regarding who has access, and how they 

gain access, to the personal information in your possession. 

What procedure is in place to inform the Data Subject that their personal 

information has been compromised?

The Data Subject must be advised via e-mail or in writing immediately if it is 

suspected that their personal information has been access by unauthorized persons. 

Sufficient information must be provided to allow the Data Subject to put measures in 

place to safeguard themselves against potential consequences of the security 

compromise. 

What procedure is in place to inform the Information Regulator of any security 

breach?

The Information Regulator must be informed in the event of a security breach where 

personal information could be compromised. It is the duty of the Responsible Person 

(Information Officer) to ensure this process is followed.



8. Data Subject Participation

Data subjects may request whether their personal information is held, as well as 

the correction and/or deletion of any personal information held about them.

Questions to ask:

What are the Data Subject’s rights regarding access to information being held by 

you?

Data Subjects may request information from you on whether you are holding their 

personal information. This request may not be declined and may not be charged 

for. 



The responsibilities when processing client information

The definition of Processing is equally as broad and covers everything that is done with that 

Personal Information from the moment it is collected until the moment it is destroyed. 

Processing includes any operation or activity concerning Personal Information, whether or not 

by automatic means (so it applies to both hard copy and electronic information), including:

 the collection, receipt, Recording, organisation, collation, storage, updating or 

modification, retrieval, alteration, consultation or use;

 dissemination by means of transmission, distribution or making available in any other 

form; or

 merging, linking, as well as restriction, degradation, erasure or destruction of information.

 The POPI Act also classifies certain Personal Information as Special Personal Information. 

Special Personal Information includes religious or philosophical beliefs, race or ethnic 

origin, Trade Union membership, political persuasion, health and sex life, biometric 

information, and criminal behaviour (alleged prior to conviction). The POPI Act imposes 

greater restrictions on the Processing of Special Personal Information, as well as Personal 

information of children (under the age of 18).



How to ensure personal information is securely stored 

or effectively destroyed

With data being the lifeblood of every business, protecting it should already be a top 

priority. FSPs need to look closely at their IT security and how effective it is at protecting the 

information.

This includes e-mail security and security on laptops, servers and mobile devices, to control 

access to information and prevent data loss. 

Furthermore, FSPs need to consider how they are to protect the confidentiality and 

integrity of information that employees, in terms of their roles within the organisation, are 

actually authorised to see.

Data leakage, which is the intentional or accidental exposure of information, can occur in a 

variety of ways, from employees talking about their employers’ business and customers in 

e-mails, on the phone or online, right through to staff members losing or misplacing discs or 

flash drives containing critical business information.



The person in the business who is accountable for POPI

POPI designates the head of the business as the Information Officer. The head of the 

business can delegate his or her responsibilities as Information Officer to any other 

duly authorised person. However, it is important to note that whoever “determines 

the purpose of and means for processing personal information” remains ultimately 

responsible for ensuring that the processing of personal information is done in a 

lawful manner.

Information Regulator

An Information Regulator has been appointed by the President. The Information 

Regulator’s duties are varied and he/she has the power and authority to handle all 

matters relating to the POPI Act. The Information Regulator must immediately be 

advised in the event of a breach which resulted in Personal Information falling into the 

wrong hands.



Non Compliance

Should there be interference with a data subject’s protection of personal 

information, the aggrieved party may lodge a complaint with the Information 

Regulator. 

For the more serious offences the maximum penalties are a R10 million fine or 

imprisonment for a period not exceeding 10 years or to both a fine and such 

imprisonment.

For the less serious offences, for example, hindering an official in the execution of a 

search and seizure warrant the maximum penalty would be a fine or imprisonment 

for a period not exceeding 12 months, or to both a fine and such imprisonment.

Failure to comply with the requirements of the POPI Act could have dire 

consequences.



CONCLUSION

In preparation for POPI you should consider your current processes, access

rights and security measures. It is likely that some of these may need to be

reviewed and new processes implemented to ensure compliance.

THANK YOU


